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Debian Limux Debian 05 350

2 Android Google
3 Ubuntu Linux Canonica
4 Enterprizse Linux Serve Eedhat
5 Enterprise Linux ation Redhat

6 Enterprise Linux Desktop Redhat
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Application
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Chrome Google Application
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CVE-2017-0785

Bluetooth SDP Protocol - Memory leak

0Sl Model Bluetooth Stack

Appliﬂatrﬂn £

Presentation SPIE o] RFCOMM/BNE

Session v o i i L2CAP

CVE-ID
CVE-2017-0785 Learn more at National Vulnerability

Database (NVD)
* CVSS Severity Rating # Fix Information # Vulnerable
Software Versions » SCAP Mappings * CPE Information

Description

Linux Bluas
Transport e e e Host Control Interface
Biuefoath Chipset
Metwork T — Link Manager
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0785 Data Link e Link Layer

Physical

A information disclosure vulnerability in the Android system (bluetocoth).
Product: Android. Versions: 4.4.4, 5.0.2, 5.1.1, 6.0, 6.0.1, 7.0, 7.1.1, 7.1.2,
8.0. Android ID: A-63146698.

e CVE-2017-0785
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CVE-2017-0785

Bluetooth SDP Protocol - Memory leak

e SDP Protocol O|Zf?
e SDP : Service Discovery Protocol
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e Bluetooth Android
e File I/0, Tethering, etc.
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e Sound I/O
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CVE-2017-0785

Bluetooth SDP Protocol - Memory leak

e SDP Protocol & X &= 1™

1. (SDP Client) A mj L
o
=

B = DP Request &
MH|A =5

e SDP Continuation State
- MTU ECH M&siof e MHA B220] 2 42 M

— 1 1
e« MTU (Maximum Transmission Unit) : Z[CH ¥& Zts 37|

e MTU TIE MH|A 2E2E ZZHJA SDP Response & LM ELHA

« IJZI0| SDP Continuation State XN HE

= )
LSSt SDP Response ™&



typedef struct {
uintle t cont_offset;
} sdp _cont_state_t;

rem_handles = num_rsp handles - cont offset;

p_ccb->cont _offset += cur_handles;
is _cont = TRUE;

: for (...)
UINT32 _TO BE_STREAM (p_rsp, rsp_handles[xx]);

https://android.googlesource.com/platform/system/bt/+/android-7.1.2_r28/stack/sdp/sdp_server.c




: rem_handles = num_rsp handles - cont_offset;

p_ccb->cont_offset += cur_handles;
is _cont = TRUE;

: for (...)
UINT32_TO BE_STREAM (p_rsp, rsp_handles[xx]);




SDP Protocol Vulnerability

#1 # Laptop = SDP Client # Android = SDP Server
SDP Client SDP Server
Hacker Vimtim #1
(SDP Client) #AM IHZ ZTSH SDP Request TE
SDP Request - 100 byte b HEAH
—— SDP Response 100 byte SDP Response =S

Continuation state 7 W=9%{%l SDP Response &

SDP Response

+ Continuation State

cont_offset = 30
—

#2

(SDP Client) 3 W2 cContinuation state & HE9]
M MZEZ sDP Request H&
15 byte

SDP Request 2 F SDP Response 15 byte SDP Response =&
+ Continuation State
T — . num_rsp_handles =15
First SDP Request > cont_offset = 30 (byte)
Second SDP Request > num_rsp_handles = 15 (byte)

(cont_offset 2 =FF2 %4 N0 MYEX EZ » A= HOI/UF)



: rem_handles =

num_rsp handles - cont_offset;

p_ccb->cont _offset += cur_handles;
is _cont = TRUE;

: for (...)
UINT32_TO BE_STREAM (
p_rsp, rsp_handles[xx]);

cont_offset = 30 (byte)
num_rsp_handles = 15 (byte)
\)
rem_handles =
num_rsp_handles - cont_offset;
\)
15 - 30 = -15 = 65521 (byte)
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SDP Underflow + BNEP Protocol RCE
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CVE-2017-0785

Bluetooth SDP Protocol - Memory leak
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CVE-2017-5754
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CVE-2017-5754

Computer Architecture Vulnerability - Meltdown
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e« Intel CPU, IBM Power CPU, €& ARM
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e CVE-2017-5715
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CVE-2017-5754

Computer Architecture Vulnerability - Meltdown

CVE-2017-5754 Learn more at National Vulnerability Database (NVD)

« CVSS Severity Rating » Fix Information « Vulnerable Software Versions « SCAP Mappings » CPE Information

Systems with microprocessors utilizing specu
to an attacker with local user access via a side-C
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Understanding Meltdown - |

Fundamental of Computer Security

« AFH HOO 2=
- Hot0| Ble ME2[ EF0 ofgt Z=MAQ] HZE|l §17], 27
- 22| EY =2 7|8
e ASLR
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Understanding Meltdown - |

Fundamental of Computer Security

-
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In this work, we present Meltdown!?. Meltdown is

a novel attack that allows overcoming memory 1solation
completely by providing a simple way for any user pro-
cess to read the entire kernel memory of the machine it

https://meltdownattack.com/meltdown.pdf




Understanding Meltdown - 2
Out of order execution

Instruction
stream A

Out of order)
o2 A#st= 20| of
ds= Florty H|=Xt

>t
J_>.|_/'\

mul d, b, e Fevch : . - :
mul f, a, e Instruction dependencies A

& T
?:.Iila;.. d; gf . I adda, b, c mul d, b, e I—! Eél-gj |-iOII- II_::H|-% C-)l
- 4 : N = — = -(Ics:)
Instruction mul f, a, e add a, d, n
e S - STHo| 0|7} MUE [

fmul h, a, f [ ] add - mul -> mUl -> add g

fmul
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A
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Understanding Meltdown - 3

Example of “Out of order execution”

// 1nvalid user
probe array|[data * 4096 ]

https://meltdownattack.com/meltdown.pdf

= — (@) 4| L _
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Rl

e raise exception : 7t § Oold ZHE %= |l HEQ 0L
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Understanding Meltdown - 3

€¢ = ’»
Example Of OUt Of Ol"der' execution https://meltdownattack.com/meltdown.pdf

<instr.>
<instr.> 0
// invalid user . E
2
probe_array[data * 4096] EXCEPTION o >
HANDLER <instr.> =

https://meltdownattack.com/meltdown.pdf <instr.> ' [ Exceptlon ]

<instr.> <instr.>
[ Terminate | <instr.>

<instr.>

EXECUTED
OUT OF

- OFF 2| Hoto] Ble B80S 2ddlE...
 Hl=XN 2 D=0 Z2dr 40| sXIAH, &, 7HA0 2ZEE
« X 27} Tt = HX[AEHQE HO U= 40| HAEC



Understanding Meltdown -

FLUSH+RELOAD : Understanding of Cache
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Understanding Meltdown -5

FLUSH+RELOAD : Cache Flush

CPU Core CPU Core o Cache 9" A %%IX' é)l-%l-
" | - =2 AT 2d
Reg File Reg File
. HE227} N2S ZtoE AXES
YT | it . cache Flush

| = = A =)
cTHAIE Bl HAIZ S 5 QIS
iy | | T + c1flush O X3

L3 Cache (BMB) - Shared

=2X|11 = ZA| flush

https://slideplayer.com/slide/3348635/



Understanding Meltdown - 6

FLUSH+RELOAD

e FLUSH+RELOAD : 7HA[0] QU= 24t 7= 7|E
1. L3 7HA|E MEF L} FLUSH
2. probe_array 2| data QIHAE EX
3. 0| H{EO| MHEHM CIHAHE OFX|E QAHAKX| A=
4

L0 BO0|A bR wE s52 9se HolE7 Yajel HojE 1

// invalid user
probe_array[data * 4096]

o
=
=
o
¥ i
S
¥
o

150 200 250
probe_array : 1 byte H{gZ F:-lgﬂ
data : @ ~ 255 = 7t
22| mOo|X|e] TH2 : 4096 (byte)

https://meltdownattack.com/meltdown.pdf



Understanding Meltdown - 7

Meltdown Attack

e Meltdown Attack
o H&=XI& AlSH1} FLUSH+RELOAD 7|B1o| Bh&!
- SHEHO| AHDHO| = HE2|Q 1 byte #f2 Ot = USZ
« 1178
1. M3t0| Q= 22| FYO| 1 byte E A FHXAHO ZESICE
2. HIX[AEe] 2f=2 FHAIOf X ESHCE
3. FLUSH+RELOAD 7|22 Rl2{o| 1 byte & YOLHLC}
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Understanding Meltdown - 7

Meltdown Attack
Meltdown 1EHA|

N - 2:ecx T2l US HOAM eax =Af
; %ecx: OiF7t ®ot= HEE FF L e = -
S - « Aot= EY 1 byte 7|
; %ebx: probe_ array . ASH0| QO{A 09| A
1: loop: Meltdown 2THA
2: movzx (%ecx), %eax 3:eax 0 4096 = =&
3. shl $12, %eax S5:559F U= ebx Of M%
4: jz loop
5: mov (%ebx,%eax,l), %ebx

Meltdown &K poc ZE



Understanding Meltdown - 7

Meltdown Attack

Meltdown 3EHA|
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MELTDOWN #2

Terminal

File Edit View Search Terminal Help

mschwarz@lab®6:~/Documentss |




Understanding Meltdown - 8
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http://2ogmrlfzdthnwkez.onion/

What i'll do:

Ill do anything for money, i'm not a p
Some examples:
S NPV ER R uEalhilcRe= Hacker for hire!
- Causing alot of technical trout
- ECconomic espionage
- Getting private information fig e Want to check your lover’s private
- Ruining your opponents, busi
whatever you like.

If you want someone to get knd e \WWant to hack someone’s social network

account and find out some personal info?
e Or you want to damage his reputation?

http://z57whuq7jaggmh6d.onion/sm-hack/

messages”?

e cfcC.



L| C}

of
=

= FMM A

2T ALIR?



	Vulnerability Briefing of 2018
	2018  취약점 통계
	Contents
	Contents
	이 발표는 왜 하는 건가요?
	CVE-2017-0785�Bluetooth SDP Protocol – Memory leak
	CVE-2017-0785�Bluetooth SDP Protocol – Memory leak
	CVE-2017-0785�Bluetooth SDP Protocol – Memory leak
	Android Implementation of SDP Protocol
	Android Implementation of SDP Protocol
	SDP Protocol  Vulnerability�# MTU = 30 byte    # Laptop = SDP Client    # Android = SDP Server
	슬라이드 번호 12
	슬라이드 번호 13
	슬라이드 번호 14
	슬라이드 번호 15
	MELTDOWN
	CVE-2017-5754�Computer Architecture Vulnerability - Meltdown
	CVE-2017-5754�Computer Architecture Vulnerability - Meltdown
	Understanding Meltdown - 1
	Understanding Meltdown - 1
	Understanding Meltdown – 2�Out of order execution
	Understanding Meltdown – 3�Example of  “Out of order execution”
	Understanding Meltdown – 3�Example of  “Out of order execution”
	Understanding Meltdown – 4�FLUSH+RELOAD : Understanding of Cache
	Understanding Meltdown – 5�FLUSH+RELOAD : Cache Flush
	Understanding Meltdown – 6�FLUSH+RELOAD
	Understanding Meltdown – 7�Meltdown Attack
	Understanding Meltdown – 7�Meltdown Attack
	Understanding Meltdown – 7�Meltdown Attack
	MELTDOWN #1
	MELTDOWN #2
	Understanding Meltdown – 8�어떻게 대응해야 하나?
	제로데이 발생 시점과 보안 업데이트 타이밍
	오늘도 다크웹에서는…
	들어주셔서 감사합니다��질문있나요?

